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ABSTRACT The design of password authentication procedures has not
Passwords are ubiquitous, and users and service providersleveloped much over the last few years. This, especially,
alike rely on them for their security. However, good pass- is true for the issue gpassword resetPassword reset is a
words may sometimes be hard to remember. For years, sesecurity problem of significant practical dimension. The av
curity practitioners have battled with the dilemma of how erage cost of performing a password reset involving a help
to authenticate people who have forgotten their passwords.desk call is estimated at $22 [7] which is economically in-
Existing approaches suffer from high false positive ansgfal  feasible for many service providers. Two principal alter-
negative rates, where the former is often due to low entropy natives are common involving eitheccessto another re-

or public availability of information, whereas the lattdétem source orknowledgeof some other personal information.
is due to unclear or changing answers, or ambiguous or fault The former approach—in which users can request to have
prone entry of the same. Goagcurity questionshould information sent to previously registered email addretses

be based on long-lived personal preferences and knowledgegnable access—is practical as long as users have access to
and avoid publicly available information. We show that the accounts to which the recovery information is sent but
many of the questions used by online matchmaking servicessuffers from security problems associated with the defiver
are suitable as security questions. We first describe a newof this information and unauthorized access. Yet, therdatte
user interface approach suitable to such security question approach s vulnerable to guessing attacks both due tothe in
that is offering a reduced risks of incorrect entry. We then herently lowentropyof many of the security questions used
detail the findings of experiments aimed at quantifying the and due to the common availability of public information
security of our proposed method. allowing an attacker to make educated guesses.ombi-
nationof the two approaches inherits the benefits of both of
them, but remains problematic in the context of users who
no longer have access to the email accounts to which infor-
mation will be sent. This issue is particularly troublesame
situations where access is highly infrequent, as is comynonl
the case for some types of investment accounts such as re-
tirement savings accounts. Some financial service prowider
INTRODUCTION i i . address this practical problem by allowing users to registe
One of the more frequent interactions that people have with o\v email accounts after a client has proven knowledge of
computers and services starts with an authentication pro-gome recent transactions. Thus, the security of thesensyste
cess. While this can be handled in many ways, the most;s equivalent to solutions relying on knowledge alone.
common one is through the use of passwords. It is a widely
believed fact that users are not good at keeping and rememqcysing on the approach involving knowledge, it is well-
bering passwords. Itis also clear that this fact in manysase known that many security questions deployed to date intro-
leads users to use simplelmdpasswords, or keep the same  qyce security vulnerabilities. The questidthat is your fa-
password for all situations and services. The harder peopleygrite sports team?for example, has low entropy and the
try to avoid the vulnerabilities associated with poorly sao answer strongly depends on geographic locality, while the
passwords, the higher is the risk they fail to remember their guestionwhat is the name of your first peti not secure
password. Inthis paper we present a study of a new approach the answer is among the most common pet names (see,
to handle situations in which users forget their passwdtds. ¢ g. [2]). Also, the questiowhat is your mother's maiden
is an approach that is based on insights from the fields of name? can more or less only be used in financial settings
human computer interaction and security. due to its historical prevalence there and suffers fromemin
abilities associated with mining of public records [4]. Som
such databases also contain birth records, which are useful
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ternet search engines to retrieve redacted or absent inform To assess the likely false positive and false negative odtes
tion. As attackers become increasingly motivated and capa-our proposal, we performed a series of experiments. The first
ble, we fear that any system (e.g., [12]) based on informatio one measures the entropy associated with each question; a
that is publicly accessible poses a vulnerability. second experiment determines the stability of subjecef-pr
erences on the questions we chosethird experiment as-
At the same time as many answers are easy for attackers tsesses the success rates of an adversary with knowledge of
derive or guess, a second problem is that many questionghe probability distributions for the questions. Two types
may also havenanycorrect answers, out of which only one  of adversaries are considered herein: strangers and aequai
will be accepted by the system. This makes the use of thetances. Thetranger-adversargan be assumed to know all
system difficult and frustrating for legitimate users. For e  frequency statistics of the answers to the questions and can
ample, if a user does not recall whether he ent@medklyn, make guesses that maximize his chances on average. Pos-
New York City, or NY@s the answer té/hat is your place  sible parameter choices allow a system configuration with a
of birth?, then he is likely to make a mistake when havingto 0.0% false negative rate and false positive rates of 3.8% for
provide this answer again. While the use of birth dates and a stranger and 10.5% for a friend.
portions of social security numbers avoids this problema, th
fact that financial service providers rely on these mayifust pes|GN PRINCIPLES
fiably so) fuel privacy concerns when other service prodder 1 js well-known that people have problems with being cre-
(e.g., [13, 6, 11]) use these questions. This strategy nsay al - ative when it comes to inventing passwords. The same seems
pose liability issues in terms of the safekeeping of data. to be true when users are given the chance to come up with
their own questions. Habit and stress might lead them to
re-use common questions that they have seen before which
means that they also re-use the answers.

In the following we propose and evaluate a class of new
guestions, dubbepersonal security question¥hese ques-
tions are chosen to relate personal preferencasither than
demongtfated actions and thereby avoid attacks baseq Ofhye to its frequency and importance, the password proce-
data mining of public data to a large extent. Our security gyre is a significant part of people’s everyday interaction
questions also deserve being calfegisonalas they are de-  \yith computers. It is also a situation that involves many of
rived from questions used to classify people placing or ac- {he tragitional HCI design questions. That is, questioms co
cessing personal ads managed by online dating services; Weerning ease of use, time of use, simplicity, and of course,
use these questions, strongly believing that many of themefficiency. The design of the questions used, the number of
are designed to reflect long-term pharactensncs rathrear th questions, and the form of the questions are of importance,
short-term preferencés Our questions overcome the vul- ¢ from an interactive point of view maybe the most impor-
nerabilities associated with low entropy by their mere quan ant issue is how much overall demand the process puts on
tity. While it is straightforward to achieve a high entropy e yser. The design should make the interaction easy and
using collections of any type of security questions, weheac  gg|f-explanatory. Finally, the design of the questionsuttho
this goal without a notable impact on usability. This is done ideally be done in a way that both ensures high security and

using a large number of multiple-response questions, from yinimizes the reliance on externalized knowledge (such as
which only a relatively small portion needs to be answered. \yyitten material, numbers, facts).

Our technique is founded in a behavioral study whose in-

sights allow our solution to be highly resistant to a reason- The notion of personal security questions addresses a#tho
able number of errors likely to be made during legitimate concerns. Our experimental findings indicate that subjects
authentication attempts, while severely punishing the@typ answer ten questions (all of which are prefilled) in less than
of errors that only a stranger will make. The underlying in- 20 seconds on average. Depending on the security require-

sight is that when responding on a 3-point Likert scale—i.e. ments, we estimate that between 10 and 90 questions would
Really like; Don’t care / Don’'t know; Really dislikesome be used to authenticate a user.

responses of legitimate respondents will be off from their
previously stated responsby one pointbutalmost none o pecepeN cE BASED SECURITY QUESTIONS

by two points. This insight is founded in the field of psy- o

chology, where it is commonly believed thaeferencesire  The Authentication Approach . .
highly stable over extended periods of time, both in compar- Our preference-based security questions approach works in

ison to short-term and long-term memory [3, 5, 9, 1]. two phasessetupand authentication During the setup
phase, i.e., when registering his account, a user is asked to

answer a large number of questions that are related to TV

. . . rograms, food, music, sports, etc. Examples inclDde
1One may have concerns that public information on dating web prog P P

sites can be used to correctly answer the personal security-q you like game shows®r Do you like country music?The

tions. We note that this is highly unlikely due to the facttthéile user is asked to respond to these question by selecting eithe
the profile is publicly available, the contact informatigpitally is Really likeor Really dislike or to leave the preselected an-

not. Thus, an attacker generally has no way to tie the ansteers  swerDon’t care / Don’t knowunchanged. The answers are
a specific user name. Also, the proposed personal secuty- qu

tions are a combination of questions taken from severahgatieb 2The first and second experiments could have been combined int
sites. There is no site that uses all of our security questo it is one, but for reasons related to maximizing statisticaliicance in
highly unlikely that a user’s authentication questions ldauatch the context of the available subject pools, we performedsema-

the online dating profile of the same user. rate experiments instead.



submitted to an authentication server. It is assumed tleat th Experiments
submission and storage of the answers is done securely.  In the first experiment, 423 college students were asked to
provide their answers anonymously to 193 questions se-
During authentication, i.e., when a user forgot his pasdwor lected from dating web sites. The students had to choose
the server presents the user with a subset of the questiongitherReally likeor Really dislike or leave the prefilled an-
he was originally asked during setup, where the size of the swer Don't care / Don’'t knowunchanged. The frequency
subset determines the level of security that can be obtained distribution of the answers for each question was computed
The size can be selected depending on the situation and thérom the submitted answers, and it was used to estimate the
risk assessment made by the service provider. The answergrobability that a common user will choose a specific option
provided during authentication are compared to the respec-as his answer to a question. The entropy of the questions
tive data stored on the authentication server. In ordetfert was computed based on the estimated probabilities.
authentication to succeed, a user is allowed to nsme
errors—but not too many. In particular, the concept distin- The second experiment simulated the process of authentica-
guishes betweeamall and big errors where big errors ac- tion in which 96 of the 193 questions with high entropy were
count for dramatic changes in answers and small errors cor-used. The entropies of the 96 questions used range from 1.35
respond to minor deviations in the answers provided. Specif to 1.57. The experiment includes two phassstupand
ically, a small error accounts for a user having a strong-opin authentication During the setup phase, each subject was
ion (e.g.,Really likg during one phase, but having no strong asked to provide his answers to the 96 questions. A user was
opinion (Oon’t care / Don’t knowy during the other phase, asked to perform the authentication phase by answering the
or the other way around. A big error occurs when a user same set of the 96 questions 7-14 days after he completed
has opposing strong opinions during the two phases, e.g.the setup phase. Two instances of this experiment have been
he answere®eally likefor a specific question during setup, conducted: In the first instance, 46 subjects were asked to
but during authentication he answeiedally dislike While complete the setup and authentication phases receiving a $5
it is possible for a legitimate user to make some small er- reimbursement for their effort. In the second instancectvhi
rors, it is highly unlikely that a user will make a lot of big involved 26 subjects, a user starting to perform the authen-
errors, considering the fact that the questions reflect a per tication phase was informed about the possibility to win an
son’s long-term preferences, which are relatively stabbr o additional $5 in case his answers matched very well with the
an extended period of time. In turn, it is expected that an answers provided during the setup phase. The purpose of the
illegitimate user is very likely to make many big errors be- second instance was to observe whether a user can do better
cause he can only guess for which questions the legitimatewhen presented with an incentive.
user may have strong opinions and what the correct answers
would be. These claims are experimentally supported, andIn the third experiment we tested how likely it is that a
the detailed findings are described in a later section. user can be impersonated by strangers or acquaintances, i.e
the purpose was to evaluate the false positive rates of the
Whether or not the authentication succeeds is based onauthentication approach for different types of adversarie
whether or not a correspondiagoreis above or belowacer-  We modeled a stranger-adversary by a machine adversary-
tain threshold. In particular, having the same strong @pini —namedAbot (adaptive robot). The Abot guesses the an-
for a question in both phases will increase a user’s overall swers of questions based on the known frequency distribu-
score. Making a big error for a question will result in a sub- tion (as established in the first experiment). For a specific
stantial decrease of the overall score. Making a small error question, the Abot selects the option having the highest fre
will neither increase nor decrease the score. Similarly; ha quency as its answer to impersonate the targeted user. The
ing recordeddon’t care / Don’t knowas the answer during  Abot is allowed to make 1, 5, or 100 tries for the imper-
the setup phase and later answering this question correctlysonation, during which it guesses the 1, 5, respectively 100
will neither increase nor decrease the score. (This selecti most likely collections of answers. To assess the likeli-
is given a zero score to avoid that an adversary always select hood of acquaintances succeeding in impersonating a user,
this answer, in an effort to avoid making big errors.) we had subjects acting as adversaries to impersonatedriend
by trying to provide correct answers. For each authenti-
cation attempt we assign a score based on the number of

How Can One Find Good Questions? _ _ correct answers with strong opinions and the number of
The metric of entropy is used to determine whether a candi- gmall versus large errors. The different aspects are given

date question igoodor not. We use the approach described gferent weights, where simulations are used to establish
in [10] to estimate thg entropies of aI.I candldate.questlons optimal parameter choices. Details of this process are be-
For examplePo you like country musicas considered a — yond the scope of this publication and we refer the reader

good question because it has an entropy of 1.57, which is ajg pt ¢ p: /1 www. i - f or got - ny- passwor d. com for
high value considering the overall range [0.61,1.57] of en- ,ore information on this matter.

tropies determined in our experiments. In contrBat,you

like to watch TV2urned out to have a very low entropy, and

thus was not selected. Only questions with high entropy are What are the Error Rates?

used for user authentication purposes as these are questionThe goal of our experiments is to find the optimal values
for which it is more difficult for an attacker to guess the cor- for the parameters to minimize the likelihood to reject a le-
rect answers. gitimate user (false negative) and that of admitting an ille
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Figure 1. This figure relates to the second experiment where $5 in-
centive was offered to the subject. The x-axis shows the thsbold T’
required to succeed with an authentication attempt. This figire shows
that the more times an abot tries, the higher is its success ta (corre-
sponding to the false positive rate). As the threshold” ranges from
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Figure 2. This figure relates to the third experiment in the c&e of
stranger-adversaries. It shows that using very few questits results
in high false negative rates, while the false positive ratdseep relatively
low and stable for different numbers of questions. As the nurher of
questions increases, the resulting false negative ratesatease. Using

more than 23 questions results in low and relatively stabledise nega-
tive and false positive rates with values 06.0%, respectively3.8%.

41% and 50%, the error rates reach a suitable tradeoff with a flse
positive rate of 3.8% and false negative rate 00.0%.

gitimate user (false positive). In the following, the param @ 9ood balance. That is, our approach provides for low er-
eterT denotes the threshold of the score to accept a login. Or rates while at the same time it does not ask the user for
Figure 1 shows that one of the optimal numerical solutions €laborate interactions that either take too much time or ef-
we found is forT" = 50%, which results in a false negative fort. The approach is easy to understand and fairly quick to
rate fn = 0.0% and a false positive ratép = 3.8% for go through, and the users in our experiments did not find the
the Abot adversary. Aside from the results documented in interaction intimidating or troublesome.

Figure 1, our experiments show that providing the subjects

with an extra $5 incentive results in a decrease of the error ACKNOWLEDGEMENTS
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